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Overview of DevOps
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@ DevOps Case Studies

Overview of NetDevOps

0 Summary
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" Phil Huang
= Edgecore SDN Solution Engineer
= ONF Ambassador Steering Team
= Familiar with
= Open Source / DevOps / NetDevOps
= SDN Open Source Committer
= ONOS / Mininet / ONIE
= Project
= Global ONOS SDN-IP Deployment, Taiwan
= GitHub

= pichuang
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OLD WAY:

CODE ——>» BUILD Aﬂ‘ TEST —ﬂ» RELEASE OPERATE
% & e e

DEVELOPERS HANDOFF HANDOFF HANDOFF

You QA/QC PM Operator

Ref: http://www.mindtheproduct.com/2016/02/what-the-hell-are-ci-cd-and-devops-a-cheatsheet-for-the-rest-of-us/

lﬂaaﬂanl © 2016 Edgecore Networks. All rights reserved | www.edge-core.com 4

NETWORKS



OLD WAY:

CODE ——> BUILD *ﬂ‘ TEST —ﬂ» RELEASE OPERATE

DEVELOPERS HANDOFF HANDOFF HANDOFF
Y 7

Y

o

S
Ref: http://www.mindtheproduct.com/2016/02/what-the-hell-are-ci-cd-and-devops-a-cheatsheet-for-the-rest-of-us/
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Operator got... &l

I Bl B5.0.0 [Re le |
azhn e L T b LN - I 0 B
s tem I LI i S i

0 = e

. Jeddd L 8D
11=0x418041501le = Eloeek 1LENEN: CNE2 D
14=0x40 rl15=0x0
fmenMap -5
USUSS ISSHSSHEUSUSSS KB5S 1 R5H
Ox4 18010800008 VMK uptinme: BD:D3:03:11.632
9b430 : [Bx4 180 10b0247a IPower _Ha l tPCPUEwnkerne LEnowver +Bx 12 stack: Ox4l7Fdbab
790480 : [Ox4 180 10a0f aB8 1Cpusched Id lel oop Int@unicerne 1L inowver «Bx2f8 stack: Ox17fc
a79Ib500 : [Bx4 180 10a 13 1dd 1CpuSchedD | spatchivnkerne | Bnowver +Ox 16bS stack: Ox439240
a79b620 : [Bx418010al3da4 1CpuSchedla i t@Bvnkerne linover «+Bx240 stack: OxD
79b6at : [Bx418010al140e5 1CpuSchedT imedHa i t Int@vnkerne l inover +Bxc9 stack: Ox2001
79b728: [Bx418010a141b6 1CpuSched_T imedda i t@Bunkerne 1l #inover +Bx36 stack: Ox430352
9b 740 : [Bx418010818f 88 1PageCacheld justs i zeynlcerne | Bnover +Bx344 stack: OxO
(O9bfdb:

[Bx418010al4a3e 1ICpuSched_ 5tartior ld@vmkerne 1 Bnover +Bxa? stack: [Dxbd
-OxB8 gs=-0x418041400008 Kgs=OxB

11-13TO9:16:33.5227 cpu3:33103NMC:PCPUS B:4 5:0xbabbibopglboe4n02 M:OxB A:OxD S5

-11-13T09:16:33.522Z cpuS:33103MC:PCPUS B:4 5:Bxbaibopes 1000402 M:0xB A : Dxb
- to disk. Slot 1 of 1.

=d dump header (13/13) DiskDump: Successful.
remote debugger .

Ref: VMWare ESX Host Purple Diagnostic Screen
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Not this time Junior!
Today is the release day.

Bug, bug
there is a bug!
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You think...

OPS PROBLEM NOW

Hllll'
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" Lead Time
" Time between request to delivery
» This is what customer sees

" Cycle Time (or Process Time)

=" Time between production start to completion
» Not visible to customer

Lead Time
< -
Request Production Start Delivery
I I | » Time
I I Cycle Time I
< -

Ref: http://www.slideshare.net/Managewell/lean-and-kanbanbased-software-development
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Experience
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8m 4: Human Error ‘Raj&é(

's

* 80% of outages impacting mission-critical services will be caused by
people and process issue

* 20% of those outages will be caused by
change/configuration/release integration and hand-off issues

Ref: http://www.slideshare.net/giganati/is-orchestration-the-next-big-thing-in-devops
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Administrator control
via GUI and CLI

Crontab from system

Force majeure

“ldlgle]-|clo|r|"
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= Collaboration
= Developer + Operator
= Reduce challenges related to Ops and Dev collaboration

" Deployment
" Minimize deployment related downtime
= Minimize roll-backs of deployed application

" Defect resolution
= Minimize MTTR
" Increase the ability to reproduce and fix defects

MTTR = Mean Time To Resolution

lﬂaaﬂanl © 2016 Edgecore Networks. All rights reserved | www.edge-core.com 14
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N » 1T |
DevOps is about CALMS [,

13
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:
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® Culture
" More communication with team member

= Automation
*" The idea that you should program everything

" Lean
= Keeping everything to a minimum
AND
" Measurement
= Try to have visibility into everything E M B RACE

" Sharing

= Regular exchanging of ideas across team D EVO PS

lﬂaaﬂanl © 2016 Edgecore Networks. All rights reserved | www.edge-core.com 15
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NEW WAY:

BUILD Automatlon
CODE TEST
More Feedback
Communication
OPERATE RELEASE

V
-ldjglel-[clo|r] 16
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Waterfall

 Pan ol Buld  Test  Relese  Deploy  Operate -

» Time
Agile
Release Plan Release Plan Release Plan
Test Code Test Code Test Code

\ Build / \ Build / \ Build /

lﬂaaﬂanl © 2016 Edgecore Networks. All rights reserved | www.edge-core.com 17
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" DevOps Lifecycle

Lo e m s e own
/ \
\ /

-

Feedback Analytics Metrics < Monitoring <

lﬂaaﬂanl © 2016 Edgecore Networks. All rights reserved | www.edge-core.com 18
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Continuous Integration

S e e e e

Continuous Delivery

Feedback Analytics Metrics < Monitoring

lﬂaaﬂanl © 2016 Edgecore Networks. All rights reserved | www.edge-core.com 19
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" MVP ( Minimal Viable Product )

= Set a goal

" Minimum cost
= Time, Money...etc —

= Feedback from customer / \

] Continua| |mpr0vement Emot?onal \ / This Emotﬁonal
design design

Reliable Reliable

Functional Functional

@jopas

Minimum Viable Product

Ref: http://justinmcgill.net/product-idea-validation-dont-build-mvp/
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Ref: https://blog.engineyard.com/2015/actually-mvp
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= Data collection
= Syslog, performance data

EVENTS OVER TIME

| @ @ * (1099) count per 1h | (1099 hits)

® Definition of measurement

00:00 12:00 00:00

05-10 05-10 05-11

TOP N SOURCES

» Data visualization

= A picture is worth a
thousand words

e & & $ x TOPN

DESTINATIONS
Term

Count  Action

124 Qo
Qo
Qo
Qo
Qo
Qo

Qo

Term

= Data analysis
= Find business value

SRC WORLD

ALL EVENTS
©

@timestamp v » < host »

2015-05-15T17:48:41.119+02:00 localhost.localdomain

05-15T17:48:41.085+02:00 localho

“ldlgle]-|clo|r|"
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00:00

05-13

0 @ & + x LAST N DEST 0 @ & +

Count  Action

206 Qe
Qe
Qe
Qe
Qe
Qe
Qe

DST WORLD

0 to 60 of 30

< message »
2015-05-12T08:07:06+02:00 1

8:07:06+02:00 1

© 2016 Edgecore Networks. All rights reserved | www.edge-core.com

« src_port »

0 & u + x ACTION

@ Deny (45!
@ Built (123)

500

400

300

200
12:00
05-14

00:00
05-15

12:00
05-15 100

SRC INTERFACE e @ & &

Term Action
Qe
Qo

Qe

inside
outside

dmzpublic

e @ & + x

ilable for paging

« src_interface » « src_xlated_Ip »

inside

e & o %

@ Teardown (2

x DST INTERFACE

Term

inside

TOP N DST COUNTRY

< dst_port »

x

PROTOCOL

@ tcp (330)
® udp (82)

« protocol »

GRE

top

22

e & & 4

@ UDP (205) @ ICMP (205)
GRE (41)

e & & %
Action
Qo
Qe

« action
Deny

Deny

x

x




" Focus on communication

" Any experiences for team
» Focus on people

lﬂaaﬂanl © 2016 Edgecore Networks. All rights reserved | www.edge-core.com 23
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State of DevOps Report
el

High-performing IT organizations
report experiencing:

200x

200x more frequent
deployments

3X

24X

24x faster
recovery from failures

2)
B

2,555X

G
i

3x lower

2,555x shorter lead
change failure rate

times

High performers spend

u
"
.
*
*
.

K I
. \ /

. -
. =
: — — -
™ |
. .
. y 4 \ A
® I o
. .
* «*

less time on
unplanned work and rework

Ref: https://puppet.com/resources/white-paper/2016-state-devops-report/
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Deploy Frequency

2014 2015 2016

Change Lead Time

2014 2015 2016

Mean Time to Recover

2014 2015 2016

24



Periodic Table of DevOpsTools

S Lk

2 Fm

PERIODIC TABLE OF DEVOPS TOOLS (v2) EMBED DOWNLOAD ADD Aws

Os Open Source SCM
4

Fr Free . Cl
Dm Fm Freemium

. Deployment
. Cloud/ laas / Pass
. Bl / Monitoring

DBmaestro

Pd Paid

En Enterprise

Datical

Dp

Delphix

XL TestView

XebialLabs XS

. XL Rel
Deliver Faster =

W Follow @xebialabs

Release

AmazonWeb
Services

. Database Mgmt
. Repo Mgmt

. Config / Provisioning
. Release Mgmt

. Logging

Build

Testing A
]

Ansible

Containerization

Collaboration

Security G C

Google Cloud
Platform

Rs

Rackspace

Op

Visual Studio i i i OpenStack

Hr

Heroku

83

Ca EB
UrbanCode

Continua Cl ElectricBox Deploy OpenShift

101 103 105

Rf Fd [PV |sn

Team Pivotal

Release Foundation HipChat Flowdock Tracker ServiceNow

116 119 120

Ls Tr Ff

Elasticsearch | StackState Logentries Sumo Logic Logstash Tripwire Fortify



alop workflow

Workflow I Choose Hypervisor, CPU, RAM, Disk size, location
. Launch VM

. Setting environment —— Bash, vim, dependency package

1
2
3. Install applications ——— Vjew INSTALL file
4. Quick start ————, \jiew README files
5

6

7

: DeveIQp View Developer’s Guide
. Compile

. Re-install application

lﬂaaﬂanl © 2016 Edgecore Networks. All rights reserved | www.edge-core.com 26
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Workflow
You 1. Launch

W —

2. Setting environment —— Bash, vim, dependency package

3. Install applications ——— Vjew INSTALL file
4. Quick start ———, view README files

>. Develgp View Developer’s Guide
6. Compile
7

. Re-install application

“ldlgle]-|clo|r|"
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Choose Hypervisor, CPU, RAM, Disk size, location
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Step 1 — Reduce Roiitiy ;eg(l\?la.nual Job

Manually
$ cd $PROJECT_ROOT
$ python setup.py build
$ python setup.py install
$ cd $WORK ROOT
$ ./service start

—

One-Click
*$ /usr/bin/rebuild.sh

#!/bin/bash

set -X

cd $PROJECT_ROOT

python setup.py build
python setup.py install

cd $WORK ROOT/service start

lﬂaaﬂanl © 2016 Edgecore Networks. All rights reserved | www.edge-core.com
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L \

. <
0 2 — Version Co E hing

12:13:50 roan@null @ ~/code/rebuild (master*)
$ git 1g
* - (HEAD -> master) Add action description

*$ /usr/bin/rebuild.sh : it 3 minutes agoy <Phil Ruangs

12:13:51 roan@null @ ~/code/rebuild (master*)

#1 /b1n/bash commit 991f8394f70b30d19cd774f23774af15944ba6ef

Author: Phil Huang <phil_huang®edge-core.com>
Set - X Date: Thu Dec 1 12:12:16 2016 +0800

cd $PROJ ECT_ROOT Add action description
echo “Start build”
python setup.py build

commit ce7af3916e03f8ab2659f45fc8d7adf@6bc37add
Author: Phil Huang <phil_huang®edge-core.com>
Date: Thu Dec 1 12:11:36 2016 +0800

echo “Start install” Change permission

python Setup . py install Signed-off-by: Phil Huang <phil_huang@edge-core.

. commit 65ff2910a26ff8f50faa2bf3013352cc@dd1a941
Cd $WORK_ROOT/SePV1ce Star‘t Author: Phil Huang <phil_huang®edge-core.com>

Date: Thu Dec 1 12:11:04 2016 +0800

init

NETWORKS

Signed-off-by: Phil Huang <phil_huang@®edge-core.

Signed-off-by: Phil Huang <phil_huang@®edge-core.

(2 minutes ago) <Phil Huang>
Huang>

com>

com>



alop workflow

Workflow I Choose Hypervisor, CPU, RAM, Disk size, location
. Launch VM

. Setting environment —— Bash, vim, dependency package

1
2
3. Install applications ——— Vjew INSTALL file
4. Quick start ————, \jiew README files
5

6

7

You

: DeveIQp View Developer’s Guide
. Compile

. Re-install application

lﬂaaﬂanl © 2016 Edgecore Networks. All rights reserved | www.edge-core.com 30
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(

Step 3 — Packer + Vagrén

—
P
:
.
.
.

)
)
1

e /\PUPPEt @

SALTSTACK
labs

CHEF ANS/IBLE/

PrOV|S|on|ng

packer build—> —vagrant up—bv w — Runtime VM

VAGRANT

= Hyper—V

lﬂaaﬂanl © 2016 Edgecore Networks. All rights reserved | www.edge-core.com 31
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y T
udy - OpenSource Contribution Workflow

@O git

git clone
nova / master - nova / master

Upstream Code

Your Local Environment

+ l git branch fix_bug_foo

OpenSta Ck Zuul / Jenkins

(automated testing)
CLOUD SOFTWARE

git commit —amend nova / fix_bug_foo

DIFFY

The Kung Fu
gate queue \ Review Cuckoo

Run unit tests

l Fix changes
git commit

Gerrit (Review System)

Review Requirements:

. .
Jenklns /—-» j::;iilssvliws: 22 B nova / fix_bug_foo

git review

e

Zuul / Jenkins

(automated testing)

h
Ref: http://docs.openstack.oﬁgﬁcnl%ﬁa%%gnuaI/developers.htmI
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Ge

All

People Documentation

My Projects

Open

Abandoned

Merged

Search for status:open

Subject

~ ONOS-5682 Introduced VIRTUAL_DEVICE_* events.
~ ONOS-5639, ONOS-5673 Dynamic Config Service APIs

[ONOS] Compute path with Explicit path objects
ONOS-5703 OFChannelHandler does not handle error if meter is not
supported

Restructuring VL AN tag net cfg, fixing ONOS-5613 and making
newoptical ...

~ Add LISP mapping entry aging mechanism

- Introducing BandwidthProfileConfigBehaviour to manage policers/markers

Bgp and Pcep maintaiability

[ONOS-5465][TE Tunnel SB Provider] Interaction with ONOS core TE
subsystems ...

[CORD-638] ICMPv6 NDP support

~ Implement distributed route store
. [CORD-458] Updates ARP handler
. [CORD-630] IPv6 filtering rules

CORD-523 Introduce generic routing service in Segment Routing

© Support LISP SMR message
- [newOpenTAM] new Upgraded AFM and FlowStatisticService

YANG model design to define data node for usage in YANG store and
YANG runtime

ONOS-5549 TE Tunnel LSP attributes management

- WIP [ONOS-5310] queryMeters feature in ResourceDeviceL istener.

- [ONOS-5678] MeterldCodec
- ONOS-5215 protection behaviour

WIP:[ONOS-5595] netcfg for protection
WIP:[ONOS-5604] ProtectionConfig listener

. Fix for ONOS-5032

t Code Review

Status

Merge Conflict

status:open

Owner
Claudine Chiu

Sithara Punnassery

Priyankab-Huawei

Charles Chan

Konstantinos Kanonakis
Jian Li

Konstantinos Kanonakis
mohamed rahil R

cheng fan

Pier Luigi Ventre
Charles Chan

Pier Luigi Ventre

Pier Luigi Ventre
Charles Chan
Yoonseon Han

SangSik Yoon
VinodKumarS-Huawei
qinghui chen

Jordi Ortiz

Jordi Ortiz

Yuta HIGUCHI
Yuta HIGUCHI
Yuta HIGUCHI
deepa vaddireddy

Project
onos

onos
onos
onos

onos-app-
samples

onos
onos
onos
onos
onos
onos
onos
onos
onos

onos

onos

onos-yang-
tools

onos

onos

onos
onos
onos
onos

onos

Branch
master (ONOS-5682)

master
master (12022)

master (onos-5703)

master (ce-app-vlanCfg)

master (LISP)
master

(BandwidthProfileConfig)

master
master (tetunnel_sbi)

master (ndp-support)

master (dist-route-store)

master (update-arp-
handler)

master (filt-ipv6)
master (generic-routing)
master (LISP)

master (newOpenTAM)

master (yang-runtime-
sketch)

master (tetunnel_impl)

master
(queryMetersFeature)

master
(queryMetersFeature)

master (protection)
master (protection)
master (protection)
onos-1.7 (ONOS-5032)

Changes %

Updated
2:53 PM

2:50 PM
1:45 PM

1:39 PM

12:26 PM
12:14 PM
12:00 PM
11:52 AM
11:30 AM

10:07 AM
10:06 AM

10:04 AM
10:03 AM
9:24 AM
8:12 AM
5:25 AM
4:00 AM
3:01 AM
2:57 AM

2:56 AM
2:27 AM
2:27 AM
2:23 AM
2:17 AM

Search

%]
H I %

Phil Huang

CR MO V
X
X
+1 4
\.//
+1 4
+1 +1 X
-1
\.//
-1 "4
Y 4
-1 v
-1 v
11 ¢
Y 4
X
v
+1 +1 &
v ¢ ¢
+1 +1 &
+1 +1 &
v ¢ ¢
v ¢ ¢
v
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Jenkins

& =RE

- REERE
O, ExmE

s REEIE

2B
TR BREEE -

EENTRRE
1 RE
2 RHE
3 ME
4 ME

© ¢
‘F

S00000

?

©00 0

El
%)
=
_

[l

&M |

copycat-master

DEPRECATED-onos-nightly

DEPRECATED-onos-sonar

onos-app-samples-gerrit

onos-buck-nightly

onos-gerrit

onos-gerrit-buck

onos-gerrit-maven

onos-master

onos-master-maven

onos-nemo-gerrit

onos-sonar-buck

onos-ui

onos-yang-tools-gerrit

L RRThR

912K -#47

22 X - #516

1 B 5XK-#636
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B
22 X - #517

24 X - #644

12 X - #2389

5 K 23 FF - #40

1H5X-#15211
1 BF 52 93 - #7384
32 93 - #1926

m

7

1 B 20 X - #5377
14 X - #82
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13 X - #5433

7 K 15 B - #257
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Artefacts from Nexus
used in development

Automated unit and /
system integration tests  Built Maven artefacts
The same - run against CML virtual deployed to Nexus

Develop and test against . !
CML virtual networks on tests networks andused in bulld

platform of choice l / Back end systems
Git for SCM 2
/ ® git htor S & Jenkins sonarqube
collaboration > \ /4
/ Automated static

Jenkins analysis and test
monitors Git coverage reports
and builds exported to Sonar for
automatically consolidated reporting
S S
- Gerrit to ¢ Jira for
manage Git v managing
XJ I RA features and

issues

Develop with
enhanced

tools and o ‘
IDEs in café
of choice

Cisco (( Vt/

)y andlor s aff

Ref: http://www.slidesha}é.'hét/CiscoDéteref/éhiéBing-d‘évobs-in-a n-sdn-world
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Pre-Flight <1 Continuous Change Management CCM

Development

-

Software
Changes

4, G
Commit - Checkout

CI/CD Orchestration
Tools
Commands

Build(s)

Artifact Repository

And
Responses

Response
Info

e
SPIRENT.
Test and Lab Management

1,“

Physi

<|3 uoljelda3u| snonuIuUo) )

ps

Images, tests, configs, logs, results

SUT
Dev, CI, QA Labs
Test I/P I Test O/P

virtual, hybrid environments

N
Read
Source Code Not Ready Y Analytics y
P it, SVN, etc.

Dashboa

0

e
SPIRENT.

o
o
()
2
g
(o]
(72)
=
(@)
=
c
.5
c
o
O

/

Continuous Test CT >

Ref: http://dw.connect.sys-con.com/session/2779/Marc_Hornbeek.pdf

lﬂaaﬂanl © 2016 Edgecore Networks. All rights reserved | www.edge-core.com
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. ]
Study — BigSwitch Chags|\Monkey

»X big switc

networks

Chaos Monkey, NSX and Big Cloud Fabric

Demonstrating Overlay/Underlay High Availability With ‘Chaos Monkey’
Style Stress Testing of NSX-v with Big Cloud Fabric

Chaos Monkey testing, a term coined by the Netflix team, involves taking a complex infrastructure
and forcing random components to fail while measuring the impact on overall application health.

~
\m Applying this in an overlay/underlay context, the team at Big Switch put together a chaos monkey
test with a 32 leaf / 6 spine Big Cloud Fabric underlay and NSX overlay outfitted with compute,

storage and software to run the Hadoop Terasort benchmark. By using Big Cloud Fabric with NSX
together, the design is a) more resilient, b) simpler to troubleshoot, and c) far simpler to configure
than a traditional L2 or L3 fabric.

After less than 200 lines of configuration of the fabric, the team added the NSX overlay, then added
48,000 simulated VMs to the underlay. For the next 30 minutes, a set of scripts then forced failures to the Big Cloud Fabric SDN
controllers every 70 seconds, failures to random switches every 8 seconds and random links in the fabric every 4 seconds.

lﬂaaﬂl Conclusion Despite 650+ forced controller, switch and link failures in 30 minutes during the ‘under

stress’ test runs, there was no detectable change in overlay or application performance. 37




. .

Traditional Networking Métthology

" Logging in manually with a password
" Typing commands

" Copy and paste over console or terminal
= Check, check and check..

ethO
oob-mgmt-server
eth1
L

00b-mgmt:switch

ethO ethO

“spine01: B -spine02:

/wzl 1]52 ‘\51‘4 m 3

-leaf02:: I : 1eaf03:: “leafod : FEL ::exito1:::2 ' - - exit02: :

ethO 1 |2 112 N ethO | ethO 1 |2 112 W ethO eth0 1

1 eth0

eth1 eth2 eth1 eth2 eth1 eth2 eth1 eth2
server01 server02 server03 server04

lﬂﬂ eth0 eth0 eth0 eth0

38



evOps = Networkin(ﬂﬁé@éps

" Based on Agile Manifesto and DevOps culture

" |t is talking about Network Automation

1. Prevent Fat Fingers
= “The CLl is Dead, APl is Cool!” (e.g. Ansible, gRPC, NetConf, RESTful ...etc)

= “By 2020, ONLY 30% of network operations teams will use the command line interface
(CLI) as their primary interface, down from 85% at YE16.” from Gartner report

2. Repetitive Tasks
= Make reproduce and dispose operations more reliable and predictable

3. Deliver source code

= Reuse of known-good automation scripts increases admin confidence as well as task
completion accuracy

Ref: https://cumulusnetworks.com/blog/netdevops-networking-methods-with-a-devops-mindset/
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yse Ansible in Netwo g!‘: - |

" Agentless
» Don’t need any agent on the network devices

= Infrastructure as Code (laC)
» Same language and docs between Operating and Networking team

" Community and network OS vendors driven both
» Based on Open Source and follow GitHub workflow

" Modular framework, easily modified and maintained
» Simple use and learn

ANSIBLE
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Users

‘System Team

Collaboration &
Communication

Network Team
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Ansible Playbook

\

- name: install and start apache
hosts: webservers
user: root

tasks:

- name: install httpd
yum: name=httpd state=latest

- name: start httpd
service: name=httpd state=running

J

© 2017 Edgecore Networks. All rights reserved | www.edge-core.com
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Environments

Production

Staging

Testing




.
What Tools Should We Look|At2

Tools in use

Git
Ansible
Puppet -
Cl I
NAPALM | S
Chef | —
Saltstack |G —
Keyword based testing [ I
Stackstorm  |EEG—_————— _—
Anuta Networks D T
Gluware | I ——
Apstra AOS ——
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
II In production m Evaluatingl m Considering wmDon'tknow m No interest
TYCEYZRA |dlalel-lclolrlc P 3017 Edmarnrn Natsinrbe All sishte smcanind | sayw.edge-core.com "

Ref: https://interestingtraffic.nl/2017/03/27/insights-from-the-netdevops-fall-2016-survey/



Tasks that are automated

70%

1N/H2/177 h glel-lclofrl] @ YN17 CArnrnra Natuinrbe All rinhte racarund | wyww edge-core.com 43
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A!ﬁ NOKIA

ARISTA CiTR!X®

®

NNNNNNNN F::RTINET

NInr
CISCO

Ref: https://www.ansible.com/network-automation

i

~

1

»X big switch

nhetworks

cumulus’

PIC/A g

WHITE BOX SDN

=k
-ldlgle|-|clo[r|"
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Network Integration withﬁhég’bzle(>2.3)

OvS

Open vSwitch

-« Open
4& SV'\:I)itCh

VyOS

More than 250+ Ansible Network Modules
10/23/17 lﬂaaﬂanl © 2017 Edgecore Networks. All rights reserved | www.edge-core.com
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12:24:08 pichuang@pichuang @ ~/edgecore_core_router (master*)

$ 1s

ansible.cfg deployment.yml group_vars 1init.yml roles tdd_testinfra
conf export.yml hosts README tdd_serverspec upgrade.yml
12:24:09 pichuang@®pichuang @ ~/edgecore_core_router (master*)

$ 1s -la Igrep yml

-rw-rw-r-- 1 pichuang pichuang 95 Apr 27 10:02 deployment.
-rw-rw-r-- 1 pichuang pichuang 93 Apr 27 13:50 export.
-rw-rw-r-- 1 pichuang pichuang 346 Apr 25 15:49 1init.
-rw-rw-r-- 1 pichuang pichuang 95 Jul 6 11:21 upgrade.

Ref: https://github.com/pichuang/cumulus_config_backup
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H .
»Upgrade Switch_| | |e|=|¢|" "

12:27:18 pichuang@pichuang @ ~/edgecore_core_router (master*)
$ cat ./roles/upgrade/tasks/main.yml

- name: Test Connection (Before reboot)
ping:

name: Upgrade System
apt:
upgrade: yes
update_cache: yes
become: yes

- name: Reboot
command: shutdown -r now

name: Wait for SSH port down
local_action: wait_for host={{ inventory_hostname }} port=22 state=stopped

name: Wait for SSH port up
wait_for: host={{ inventory_hostname }} port=22 state=started delay=30
delegate_to: 127.0.0.1

name: Test Connection (After reboot)
ping:
Ref: http://packet tﬁnfrastructu re-as-code-for-the-network-stack/

ushers.ne
10/23/17 EOEOEE
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" Configuration file repository
" File change and revision management
" Build for teams to work the same files

vio,
J J J
ween - O—— O >O
N
Release / > \l
Devaop e-0-0 }O >@
| Feature | l O—)O
©>0->0-0
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$ git add .
$ git commit -a -s -m "Add new switch configuration”

[master 8cf8a38] Add new switch configuration 1 file
changed, 1 insertion(+) create mode 100644
running.conf

$ git push -u origin master
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$ git blame running.conf

69f5f511 (Phil Huang 2016-11-01 13:59:23 +0800 1) Phil Huang
69f5f511 (Phil Huang 2016-11-01 13:59:23 40800 2) is a
60643262 (Phil Huang 2016-12-01 15:00:51 +0800 3) good
69f5f511 (Phil Huang 2016-11-01 13:59:23 +0800 4) man
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Networking %
. A,

O Dev ANSIBLE

CHEF & Puppet

CFEngine & SALTSTACK

% @ HEE ﬁ’-\ ops

=EE

L

Ref: http://www.pica8.com/sdn-solutions/ethernet-switching/devops-automation
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' NTT SIC

= Network Flexibility

= Leverage custom applications like GoBGP to run directly Contoer
_ : : : : =
" Leverage existing tool to monitor all BGP information with InfluxDB, and vistial=
report from Grafana LN A
SPINE SWITCHES ; KubernetesT A |Kubernetes & !‘f
= Network Simplification
" Leveraging ONIE to install NOS / L= N
allowed NTT SIC to institute zero touch ToR SwITCHES el ] Ly ol
rovisioning (ZTP) V4= N
—Calicoq GoBGP —(alicoq GoBGP GoBGP Tll o] GoBGP Tlicoq
= Utiliz m REST API to invokg =L N . -
Ut 'beld ]E usto . 5 , to invo OCP-qualified | L twerees | | swemeies | | kibermeies | | uberneres |
Ansible for provisioning Hardware -
ONIE: Open Network Install Environment laﬂa'ﬁﬂ&g
Ref: https://cumulusnetworks.com/customers/ntt/ , |
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» . ° ° ° ! ! |
apad: Using Git & GitHubl |, | ¢!
. ol i Wh
" Configuration file repository
" File change and revision management
" Build for teams to work the same files

v0.1 v0.2 vi.0

Master E 3

/r
Release \/ -
AN

Develop -> > S

l\/

©-@
O0->0->0-0
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o

: Commit Your Configuration
=17 1" a

!

$ git add

$ git commit -a -m "Add new switch configuration" -s
[master 8cf8a38] Add new switch configuration 1 file
changed, 1 insertion(+) create mode 100644
ofswitch.conf

$ git push -u origin master
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update all of switch instance Browse files

1. update dpid
2. update netcfg

Signed-off-by: Phil Huang <pichuang@cs.nctu.edu.tw>

P master
? pichuang committed on May 23 1 parent 4f77b48  commit 54e40e84e55766db6661ch6f3dboeb68b2d58901
Showing 2 changed files with 7 additions and 8 deletions. Unified = Split
im ansible/hosts View
=2
nctutest-quagga ansible_ssh_host=nctutest-quagga ansible_ssh_user=sdn
[nuclear]
2 -nuclear-stream ansible_ssh_host=nuclear-stream ansible_ssh_user=sdn
nuclear-quagga ansible_ssh_host=nuclear-quagga ansible_ssh_user=sdn
[1linux:children]
=2
14 MEEE netcfg/nctu-sdnip.json View

EQ f sa

"ports" : {



$ git blame ofswitch.conf

69f5f511 (Phil Huang 2016-11-01 13:59:23 +0800 1)
69f5f511 (Phil Huang 2016-11-01 13:59:23 +0800 2)
60643262 (Phil Huang 2016-12-01 15:00:51 +0800 3)
69f5f511 (Phil Huang 2016-11-01 13:59:23 +0800 4)
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Phil Huang
is a

good

man
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G?EAUFMCK

S /\PUPREL

ANSIBLE

abs

CHEF
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. T
ole Network Modules T, |, | ¢!
. ol T U

NETWORK INTEGRATIONS

Ansible includes 175 modules to support a wide variety of network device vendors, including:

A! ﬁ ARISTA ' ::ll 'S'é Io' ' @) cumulus networks DZALLENIC @

MORE INFO MORE INFO MORE INFO MORE INFO

—
Hewlett Packard JUﬂ”Der palo NNNNNNN ) A ) Pluribus

Enterprise NETWORKS

MORE INFO MORE INFO
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ap4: Templatize Configﬁﬁé@i&rﬁles

ddutt Adding all the relevant files

" Let you reuse code snippets

1 contributor

. ANSIBLE
" Avoid human error and typos

64 lines (54 sloc) 1.71 KB

# This is meant to be included in other main playbooks

blockinfile:
dest: /etc/network/interfaces
marker: "#{mark} lo ANSIBLE MANAGED BLOCK"
block: |

iface lo inet loopback
address {{ my_ip }}/32
when: ansible_lo.ipv4_secondaries is not defined
become: true
tags:
- compute

Ref: https://github.com/CumulusNetworks/cldemo-netq-13 o
- assignip
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Step,5: Virtualize Copy of Network

J IEE controllers
> sudo mn # A .. switches

.- hosts

GNS3"

lﬂaaﬂanl © 2016 Edgecore Networks. All rights reserved | www.edge-core.com 59
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= Catch error or typos early

=" Make sure all of the setting is same
as production
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. T |
ork Simulator — GNS3, |, | ¢
Lk b

:
y

Ne

" Used by network engineers worldwide to
1. Emulate -> Configure -> Test
2. Troubleshoot virtual and real networks

= Supports multi vendor environments
" Only limitation is your hardware: CPU and memory
" Large and active community (800,000+ members)

Ref: https://docs.gns3.com/1PvtRW5eAb8RJZ11maEYD9 alY8kkdhgaMBOwPCz8a38/index.html
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€ cumulux-vx3.gns3 - GNS3

8 ON> > BC EHmIloQaQE

NiO WS

echa
] Academy

Ref: YouTuU¥éEWeRK$ ulus Linux: Disaggregated networking - why use proprietary network stacks? - David Bombal




‘ SERVERSAEC

" The concept is based on “Switch as a Server”

= Can write RSpec tests for checking your devices are configured
correctly

" Allows for infrastructure code to be written using Test Driven
Development (TDD) for networking

" Driven by many of the popular configuration management tools, like
Ansible, Puppet, CFEngine and Itamae.

Ref: http://serverspec.org/
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-
DL derverSpec

L [elel !

18:05:47 pichuang@®pichuang @ ~/edgecore_core_router/t
$ cat production_spec.rb
require 'spec_helper’

18:04:26 pichuang@®pichuang @ ~/edgecore_core_router/tdd_serve
$ rake spec

/home/pichuang/.rvm/rubies/ruby-2.3.3/bin/ruby -I/home/pichua
home/pichuang/.rvm/gems/ruby-2.3.3/gems/rspec-core-3.5.4/11b
5.4/exe/rspec --pattern spec/core-1.on.ec/\*_spec.rb )
describe port(22) do

— 1t { should be_listening.with('tcp') }

end

Port "22"
cumulus@core-1.on.ec's password:
should be listening with tcp 4=

describe interface('eth®') do

1t { should be_up }

1t { should have_ipv4_address("192.168.17.10/24") }
end

Interface "eth@"
should be up <=
should have ipv4 address "192.168.17.10/24"

Host "www.edge-core.com"
should be reachable

should be resolvable

describe host('www.edge-core.com') do
- 1t { should be_reachable }

1t { should be_resolvable }
end

Report Unit Test Case
TDD: Test-Driven Development

——

Finished in 4.72 seconds (files took ©0.51537 seconds to load)
5 examples, @ failures
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" More communication
= Get early feedback

= Automate everything
= \/ersion control
= Visibility

“ldlgle]-|clo|r|"

NETWORKS

Automated

Provisioning
/ Development

Automation: It’s
All Code

: | Build & Deploy
Versionit g DevOps |
easure i i - o
Z’/olve it t ol Quallty
- Operations Assurance

)

SCM/Version
Build Scripts

>
/ Dependency Map

Component Deploy

System Deploy

\___/
Automated

(QA)

/”_\ Continuous Feedback

Patch Management
Auto Env Deploy Automated
Start/Stop Scripts Testing

Rolling Upgrades

Security Config

© 2016 Edgecore Networks. All rights reserved | www.edge-core.com

o

Test Scripts
Test Deploy
Load / Soak Scripts
Data Provisioning
Baseline/Benchmark

Testing Reports

65



" Emerging trends shaping the data center
1. Hardware and Software disaggregation
2. Driving network automation is the rapid expansion of network

infrastructure
3. Increase strategic workforce, especially software part

M-Form
=" Network engineers require skills include s 1 \
" Linux knowledges r:::;
= Ansible (or others CM tool) <
= Network programmability skill g
= Continued learning and Open Mind Network Engineergapadty

66
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HOW TO CREATE WORLD-CLASS
AGILITY, RELIABILITY, & SECURITY
IN TECHNOLOGY ORGANIZATIONS

GENE Kim,
JEZ HUMBLE

PATRICK DEBOIS:

& JOHN WiLLis

FOREWORD BY 01 autspy
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(Z/Lﬁ&ﬂ %‘){y /;étnaéﬁffz.

CONTINUOUS

DELIVERY

JEz HUMBLE
DAvID FARLEY

Foreword by Martin Fowler

{1
b ~
;

Yoq o

APPLIED

For AGILE SOFTWARE

DEVELOPMENT

Mike COHN
Foreword by Kent Beck
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